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THE MEDIA SPHERE AND PERSONAL SECURITY 
IN THE INFORMATION SOCIETY1 
 
Geopolitical changes in the information society are characterized by the convergence of existing social 
institutions, socio-economic and military-political instability. Desynchronization of social relations in a 
tripolar world, toxic competition, the struggle for resources between modern states, information genocide 
of Euro-Atlantic countries against the modern Republic of Belarus and Russia, actualizes the problems 
associated with the media sphere and information security of the individual. 
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МЕДИАСФЕРА И БЕЗОПАСНОСТЬ ЛИЧНОСТИ  
В ИНФОРМАЦИОННОМ ОБЩЕСТВЕ 
 
Геополитические изменения в информационном обществе характеризуются конвергенцией суще-
ствующих социальных институтов, социально-экономической и военно-политической нестабиль-
ностью. Десинхронизация общественных отношений в триполярном мире, токсичная конкурен-

                                                            
1Статья публикуется в авторской редакции. 
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ция, борьба за ресурсы между современными государствами, информационный геноцид стран 
евроатлантического региона в отношении современной Республики Беларусь и России актуализи-
руют проблемы, связанные с медиасферой и информационной безопасностью личности.  
 
Ключевые слова: коронакризис, фундаментальные ценности, информационная война. 

 
 

Introduction. The emphasis on the crisis 
state of the information society associated with 
the media sphere, now more than ever, brings to 
the fore the issues of personal information secu-
rity. The aggravation of international relations 
and military conflicts in a tripolar world testify 
to the growing struggle for resources between 
modern states. The development of modern civi-
lization at the beginning of the 21st century was 
marked by the global pandemic COVID-19, 
which is "...a catalyst for many processes and 
changes..." [1, с. 6]. It is in the era of hybrid 
wars there is a confrontation between the three 
"centers of power", which changes international 
standards and quite aggressively formats the 
media sphere, actualizing the information securi-
ty of modern personality in the Republic of Bel-
arus and Russia [2, p. 257]. And today it is no 
coincidence that under the conditions of the in-
formation war against the Republic of Belarus 
and Russia the existential characteristics of the 
hybrid reality, the axiological reference points of 
the personality change dramatically and the 
modern person is completely disoriented in the 
process of total transformation of the media 
sphere, which has become the most dangerous 
weapon (hybrid weapon) in solving international 
issues [3, p. 16].  

The relevance of the problem associated with 
the media sphere and information security of the 
individual is determined, first, by the permanent 
crises, as well as the prevalence of distant com-
munication of destructive nature in society, in-
cluding the impact of negative axiological inten-
sions arising in the aggressive media sphere, 
which is associated with an eclectic ideological 
and semantic context, which is actively articu-
lated by political elites [4, p. 96]. 

And secondly, through the mediaosphere dur-
ing the global pandemic COVID-19 multidimen-
sional personality in the information society is 
exposed to aggressive influences (information 
"throw-ins", information violence, systemic dis-
information, cyberattacks,). Coronacrisis, ac-
cording to the author of the article, became the 
detonator that contributes to the practice of the 

most aggressive version of the media sphere to-
day, which largely predetermines the develop-
ment of modern social relations [5, p. 204]. 

In this regard, objectively, there is a need to 
quickly and efficiently focus efforts on counter-
acting the growing value chaos in the media 
sphere, hence the information war, which exac-
erbates inequality in society, provokes anti-
social behavior, which is directly related to the 
information security of the individual [6, p. 
137]. Consequently, in the process of socio-
tectonic transformations in the modern media 
sphere, which in fact is used as a hybrid weapon 
against the Republic of Belarus and Russia in 
the information war, destructive adjustment of 
social and psychological dominants determining 
public consciousness takes place. Thus, against 
the background of the COVID-19 pandemic, the 
international index of the gender gap increased 
by a whole generation, and tourism, the hotel 
and service industries were particularly affected 
by quarantine measures. In addition, working 
conditions worsened because of the quarantine 
measures, as there was an imbalance in social 
relations: the focus of professional activities 
changed, remote employment was practiced, 
reduced pay for employees, etc. The global co-
ronacrisis in the information society actualized 
the issues related to the media sphere, infor-
mation security of the individual (quarantine 
measures, restriction of personal freedom, rules 
of disposal of medical masks, gloves, self-
isolation regime, observance of distance, prohi-
bition of mass events) [7, p. 85]. Thus, in the 
media sphere, at the instigation of the Euro-
Atlantic region, the information society discred-
its fundamental values (life, health, family, 
friendship, responsibility, peace, conscience, 
labor, love, happiness). 

In a tripolar world, it is the political elites of 
the United States and Great Britain that method-
ically influence the media sphere of various 
modern states, which is combined with a high 
level of information armament and a growing 
degree of external information closedness, as 
well as the aggressiveness of the media sphere, 
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destructively affecting the security of individuals 
(systemic cyber attacks, information violence, 
fakes, targeted disinformation).  

Main part. As a result of the complex trans-
formations that change the modern media 
sphere, the articulation of problematic issues, the 
interpretation in the media sphere of internation-
al events, affects the political preferences and 
axiological orientations of the individual, which 
is also relevant to personal security [8, p. 91].  

The transition from bipolar to multipolar 
world at the beginning of the XXI century 
changed the course of world history, "turning off 
the Cold War" after the collapse of the USSR, 
gradually replacing it with "hybrid wars", "color 
revolutions", media-sphere and network toxic 
influences on personality, public consciousness, 
"digital curtain", which provoked a wave of neg-
ative socio-economic turbulence and building a 
new system of values in the information society 
to change the existing world order. Against the 
background of increased competition for re-
sources between states and uncompromising 
rivalry for military-strategic advantage, there is a 
confrontation between "centers of power", as a 
consequence, changing international standards, 
using "dirty" social technologies that initiate 
toxic reflection of man, which is also related to 
traditional values of Slavic civilization and the 
security of personality in the information socie-
ty.  

As a result of the panoramic-crisis state of 
society and humanitarian catastrophe in the early 
XXI century, as well as a new coil of the arms 
race, the geopolitical mosaic came into motion, 
which is associated with the Euro-Atlantic alli-
ance and the creation of a new system of values 
of the polycivilization world, which was the 
trigger for the axiological deformation of social 
relations. In the information society as a result of 
information violence and distant communication 
there is a devaluation of traditional values of 
Slavic civilization, affecting the security of the 
modern individual. In the world today, the for-
mat of international relations is dynamically 
changing, determining the transmutation of tra-
ditional values, expanding the boundaries of the 
civilizational divide, initiating destructive inter-
actions of social institutions. And, apparently, it 
is no coincidence that in the era of hybrid wars 
scientists, experts and politicians are discussing 
issues related to the media sphere and the securi-
ty of the individual in the information society. 

The intensive digitalization of society, the intro-
duction of artificial intelligence, and the total 
domination of information and telecommunica-
tion technologies transform the hybrid reality, in 
which a destructive multidirectional social eclec-
ticism is observed, demonstrating, on the one 
hand, the multidirectional integration processes 
of various societies, and, on the other hand, the 
multiform kaleidoscope of social relations in the 
multidimensional network (virtual) media sphere 
and chaotic political and linguistic semantics. It 
is under the influence of the aggressive media 
sphere that the existential characteristics of the 
individual change, and in the process of deideol-
ogization and value deactivation of society, 
where modern man is axiologically disoriented 
and his "moral compass" is gradually shifting 
towards hedonism, individualism and European 
values. At the beginning of the new century the 
world pendulum has swung sharply in the direc-
tion of axiological chaos and anthropological 
crisis, which can threaten not only humanitarian 
catastrophe, but also the total destruction of all 
mankind. As a consequence of the aggressive 
policy of the Euro-Atlantic alliance, or more 
precisely, the sanctions policy, systemic cyber 
attacks, information terrorism, local military 
conflicts, coronary crisis, the number of danger-
ous crimes related to cybercrime, bioterrorism, 
drug trafficking, corruption, human trafficking is 
growing in the world.  

The cybercrime and aggressive-populist, 
fake-information format of modern international 
relations testify today to the extreme confronta-
tion between the Euro-Atlantic alliance, Western 
and Eastern Europe, which, as never before, 
sharpens the borders of the civilizational divide, 
initiating transformations of a deep-tectonic na-
ture, which predetermine the development of 
modern social institutions that take place against 
the background of aggressive media sphere and 
axiological deformation of personality in infor-
mation society. The solutions of international 
problems, as a rule, are retransmitted by political 
elites and are actively replicated by the media, 
the media sphere, which in the situation of apo-
litical singularity actualizes the security of the 
modern personality in a special way. It is the 
security of the individual in the information so-
ciety that is becoming a particularly important 
topic for scientific analysis today, as colonial-
ism, sanctions, neo-terrorism, economic block-
ade, cyber-attacks, the demonstration of military 
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power on the borders of European countries un-
der the leadership of NATO are becoming, para-
doxically, the norm in addressing current inter-
national issues. The protection of modern socie-
ty from external and internal threats of a particu-
larly dangerous nature, namely cybercrimes and 
offenses, affect the state of personal security and 
compliance with the law in the context of apolit-
ical synergy of modern social relations. 

Thus, in the era of hybrid wars the conflict 
genic potential of society is exacerbated, infor-
mation chaos is growing, which is used by the 
engaged Euro-Atlantic alliance and national 
elites, negatively affecting the spirituality of so-
ciety, as non-traditional family, aggressive femi-
nism, violence, neofascism, extreme individual-
ism and hedonism are openly propagated. It is in 
the era of hybrid wars as a result of neo-
terrorism in the media sphere there are ambigu-
ous processes related to media communication, 
media production, which become a potentially 
aggressive environment for the modern person-
ality, which "removes" from the public con-
sciousness the traditional values of Slavic civili-
zation, making the axiological potential of social 
relations as toxic as possible. Personal security 
in the network and digital information-
technological society is the foundation of the 
national security architecture of the modern Re-
public of Belarus. 

Conclusion. As a result, it is neo-terrorism, 
as systematic information expansion and "inter-
nal terrorism" of the Euro-Atlantic region, that 
initiates the conflictogenic potential of the mod-
ern media sphere, simultaneously provoking 
dangerous turbulence in international relations, 
in which dialogistics recedes into the back-
ground, which is associated with the involve-
ment of trained marginalists, paramilitary 
groups, terrorist groups, special units performing 
special tasks to reduce the adaptive potential of 
any socio-economic system And it is difficult 
not to agree with the fact that today the countries 
of the Euro-Atlantic region seek to realize their 
interests in such a format to control the situation 
on the territory of Ukraine and Russia, imple-
menting the media and diverse financial support, 
and such "...strategic rivalry of the powers that 
be has all chances to move to another, more 
alarming phase...". [1, с. 6]. 

The author's emphasis on the value and se-
mantic content of the media sphere and personal 
security in the information society is absolutely 

not accidental, because in the complex situation 
of confrontational international relations and the 
ongoing global coronacrisis, there is an extreme 
need to focus on comprehensive security, includ-
ing information-networking technologies, inno-
vative methods and means of dealing with toxic 
information. In the period of the COVID-19 
global pandemic, when distant communication 
dominates, the influence of the modern media 
sphere on the public consciousness is increasing 
as never before and an "... infinite in content and 
methods information-psychological warfare" 
[10, p. 91] is being conducted. 

To summarize, the author proposes, first, to 
actualize the socio-humanitarian aspect and in-
terdisciplinary scientific research in the field of 
security, or, more precisely, in information secu-
rity. The range of modern scientific polemics 
concerning the realization of the destructive po-
tential of the media sphere in the information 
society is especially relevant and multidimen-
sional. In this connection, it is important to actu-
alize dialogistics, tolerant intercultural commu-
nication, and to prioritize the cultural and histor-
ical aspect of the existence of the modern per-
sonality, neutralizing the destructive potential of 
the modern media sphere as much as possible, 
which is difficult to implement in the conditions 
of the information war against the Republic of 
Belarus and Russia. And in such a crisis situa-
tion, one should not forget that, as a rule, the 
media sphere accumulates axiological priorities, 
initiating a positive and creative orientation of 
the interaction between the modern man and the 
state in the information society. 

Secondly, at the present stage, it is important 
to pay special attention to the informational and 
political context that accumulates knowledge 
about the significance of the Republic of Belarus 
as a socially oriented state and to specify as 
much as possible the socio-psychological domi-
nants, ideological attitudes, strategy of modern 
social forces (political parties, public associa-
tions), and most importantly, to actively coun-
teract the de-ideologization, the total-destructive 
influence of the modern media sphere (political 
values, political participation, political political 
consciousness, political culture) affecting inter-
national relations, because "... politics is always 
connected with values" [4, p. 94]. 

And thirdly, it is necessary to focus on inter-
national integration and the economic aspect, to 
actively articulate in the media sphere the pro-
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spects for the development of the Republic of 
Belarus and Russia, focusing on economic rela-
tions, which today are at the forefront of the ex-
isting hybrid reality (information war, sanctions 
war, aggressive rhetoric of political elites in the 
Euro-Atlantic region, migration crisis, financial 
blockade, energy crisis, corona-crisis). 
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